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Cnucok TepMMHOB U onpeaeneHnn

Opranmzanus — MAOY COII Ne 5 ropona Tromenu

II/TH — nepcoHaJIbHBIE TAHHBIE.

HUCIH — napopManmoHHas CHCTeMa MePCOHABHBIX TaHHBIX.
APM — aBTOMaTHU3MpOBAHHOE paboyee MeCTO.

C3IIIH — cucrema 3aiuThl IEPCOHAIBHBIX JaHHBIX.



1. O6wume nonoxeHus

Hacrosimuii 1OKyMEHT ycTaHaBIuMBaeT TpeOoBaHMA K oOecneueHHio 0e30macHOCTH
IEPCOHANBHBIX JaHHBIX IPH MX 00paboTke B HHGOPMALMOHHBIX CHUCTEMax, a TaKKe
UHPOPMALIMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPEJCTB, IO3BOJSIOMIMX OCYIIECTBISATh
00pabOTKy TaKUX NEPCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPE/ICTB aBTOMATH3ALMH.

[Tonutuka paszpaborana B coorBercTBHM C¢ Konctutyrmeit Poccuiickoit ®enepanuu,
®denepanbHbIM 3ak0HOM OT 27 mrois 2006 1. Ne 149-®3 «O6 undopmanuu, nHGOPMaITMOHHBIX
TEXHOJIOTUSX U O 3amuTe nHpopmanuny, OenepanbHbM 3akoHOM 0T 27 uroinst 2006 r. Ne 152-
@3 «O mnepcoHanbHbIX AaHHBIX», [loctanoBinenueM IIpaBurenbctBa PO ot 01.11.2012 1. Ne
1119 «O6 yrBepkaeHHH TpeOOBaHHWI K 3aIIMTE MEPCOHAIBHBIX JAAHHBIX MPH UX 00pabOTKe B
MH(POPMALIMOHHBIX CHUCTEMaxX IMEepPCOHAIbHBIX MAaHHBIX», [Ipukazom @OCTOK Poccum ot
18.02.2013 Ne 21 «O0 yTBEp»ACHUU COCTaBa M COJACPKAHUS OPTraHU3AIMOHHBIX U TEXHUYECKIX
Mep 10 o0ecreyeHuto Oe30MacHOCTH TEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTke B
MHPOPMALIMOHHBIX CHCTEMaxX NEePCOHANBHBIX MJAHHBIX» W OINpENeNsieT MOPSAOK 3alluThI
HEepCOHANbHBIX JaHHBIX, 00padaTbiBaeMbIX B OpraHu3anuu.

1.1. Heab NOJUTHKH.

Omnpenenutb TpeOoBaHUsS 0€30MACHOCTH K MEPCOHAIBHBIM JTaHHBIM, 00pa0aThIBA€MbIM B
WH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX MaHHBIX OpraHu3anuu, ¢ HENbI0 MPEIOTBPAIICHUS
JT1000r0 HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kputnunaeim  ¢akropom OezonacHoctu [I/lH sBnsiercss opranmsanusi 3()(PEKTUBHOTO
koHTposst goctyna k [1/[H, oOpabaTeiBaeMbIX B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX
TaHHBIX. OTCYTCTBUE aJIEKBATHOTO KOHTPOJIS JIOCTYIA MOXET BECTH K HECAHKIIMOHUPOBAHHOMY
noctyny kK UCIIIx Opranuszanumu.

1.2. O6aacTh NpUMeHeHus.

TpeboBanust Hacrosiuied [lomuTUKKM pacHpoCTpaHAIOTCS Ha BCEX COTPYIHUKOB
Opranu3anuu (IITaTHBIX, BPEMEHHBIX, paOOTAIOIIUX M0 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUYUX
a1 (MOAPSAIYMKH, ayTUTOPHI U T.11.).



2. CocTaB U cogepxaHue mep no obecnevyeHutro 6esonacHocTu MNMOH m
nnad pa6ot no 3awute MNOH, o6pabaTbiBaembix B UCIMNOH
OpraHusauum

2.1. CocraB u cojep:kaHue Mep 1o odecnedennio 6ezonacuoctu I11x

B cocraB mep no obecriedeHnto 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX, PEalu3yeMbIX B
paMKax CHCTEMBI 3allUThl MEPCOHATIBHBIX JAHHBIX C YYETOM aKTYalbHBIX yrpo3 0e30MacHOCTU
MNEPCOHANIBHBIX NAHHBIX U ITPUMCHSACMBIX I/IH(I)OpMaI_[I/IOHHBIX TGXHOHOFHﬁ, BXOOAT:

e Mepsl o uaeHTU(GUKAIMH U ayTeHTU(DUKAIIMH CYOBEKTOB JOCTYNAa U 00BEKTOB JOCTyMa
JOJDKHBI  00ECTIeYMBATh TMPUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHHKAJIBHOTO
npu3Haka (MACHTHU(PHUKATOpPA), CpaBHEHHE TMPEAbSIBIIEMOr0 CYObEKTOM (O0OBEKTOM)
JOCTyNa HWIACHTU(UKATOpPa C TEPEeYHEM IPHCBOSHHBIX HICHTH(PHUKATOPOB, a TaKXKe
MPOBEPKY MPHUHAJICKHOCTH CYOBEKTYy (0OBEKTY) JOCTyma NPeabsIBICHHOTO WM
uaeHTuuUKaTopa (oATBEPKIEHUE TTOJUIMHHOCTH).

e Mephl 10 YyINpaBICHUIO JOCTYIIOM CYOBEKTOB JOCTyMa K OOBEKTaM JOCTYIa JIOJIKHBI
oOecrieunBaTh yIpaBieHHE IMpaBaMU M IPHUBWIECTHSIMH CyOBEKTOB JOCTYIIA,
pasrpaHHueHHe JOCTyma CyOBEKTOB JOCTyma K OOBEKTaM JI0CTylla Ha OCHOBE
COBOKYITHOCTH YCTAHOBJICHHBIX B MH(OPMAIMOHHON CHCTEME MpaBWJI pa3rpaHUYCHUS
JIOCTYTIA, a TAK)Ke 00eCTIeYMBaTh KOHTPOJIb 33 COOIOACHNEM STUX IIPaBUIL.

e Mepbl 10 OrPaHUYEHUIO TPOrPAMMHOM CpeIbl TOJKHBI 00ecIieYnBaTh YCTAHOBKY U (MIIH)
3allyCK TOJBKO pa3pelIeHHOT0 K HCIOJIb30BaHUI0O B HWH(POPMALMOHHOM cucTeme
IPOrPaMMHOT0 00€eCIieYeH s WM UCKIII0YaTh BO3MOKHOCTh YCTAHOBKH U (MJIM) 3aIlycKa
3alpeleHHOr0 K UCIOJIb30BaHUI0 B HMH(POPMAIMOHHOW CHCTEME HPOrpaMMHOTO
oOecrieyeHus.

e Mephbl MO 3amUTe MAlIMHHBIX HOCHUTENEH MEPCOHANBHBIX JAaHHBIX (CPEeICTB 00pabOTKU
(XpaHEeHHsI) TEPCOHANBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENEH MepCOHATbHBIX
JAHHBIX) JOJDKHBI HCKIIIOYaTh BO3MOXHOCTb HECAHKIMOHMPOBAHHOIO JIOCTyHa K
MAIIMHHBIM HOCUTENSIM M XPaHSIIMMCA Ha HUX MEPCOHAJIbHBIM JaHHBIM, a TaKXKe
HECaHKIIMOHMPOBAHHOE MCIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENEH EePCOHAIbHBIX
JAHHBIX.

e Mepsbl o peructpanuu coObITUN 0€30IacCHOCTH JOJKHBI oOecreuynuBaTh cOOp, 3aIluCh,
XpaHeHHEe W 3amuTy WH(OpManuu O COOBITHSIX O€30macHOCTH B HWH(GOPMAIIMOHHON
CUCTEME, a TaK)K€ BO3MOXKHOCTh IIPOCMOTpA U aHaK3a UHPOPMAIIUU O TAKUX COOBITHUSIX
U pearupoBaHuE Ha HUX.

e Mepbl TIO AaHTUBHPYCHOM 3alIUTe JOJDKHBI OOecleuyuBaTh OOHapyXeHHE B
WH(OPMAIIMOHHON CHCTEME KOMIBIOTEPHBIX NpOrpaMM IHOO0 HWHOW KOMIBIOTEPHOMN
uH(pOpMallMy, TpeAHA3HAUEHHOM Ui  HECAaHKIMOHHUPOBAHHOTO  YHUYTOXXEHWS,
OoKMpoBaHUs, MOIU(DUKAIKNKM, KONMHUPOBAHUS KOMIBIOTEPHON HHPOpPMAIMKM WM
HEeUTpaIn3auu CpeCTB 3alIUThl HHOPMAIUK, a TAK)KE pearnpoBaHyue Ha oOHapyKeHHe
ATHX MPOrpaMM U HHPOPMAIIHH.

e Mepsl mo oOHapykeHUIO (MPEAOTBPAIEHUIO) BTOPKEHUH JOKHBI 00ecTeunBaTh
oOHapyxeHHe JeWcTBUM B  HMH(QOpPMAIIMOHHOW  CHCTEMe, HallpaBJICHHbIX  Ha
HECAaHKIMOHMPOBAHHBIA JOCTYyNm K WH(GOpMALMK, CHEIHAIbHbIE BO3JACUCTBUS HA
WH()OPMAIMOHHYIO CHUCTeMY W (WJIH) TEepCOHAIbHBIC JaHHBIC B LEIAX JOOBIBaHUS,
YHHUTOKEHUS, UCKOKEHUS U OJIOKUPOBAHUS JOCTYIA K TIEPCOHATBLHBIM IAHHBIM, a TAKKE
pearupoBaHue Ha 3TU ACHCTBHUSL.



e Mepbl 1O KOHTPONIO (QHAIU3Y) 3aALIUILEHHOCTH MEPCOHAIBHBIX JAHHBIX JOJIKHBI
o0ecrieynBaTh  KOHTPOJb  YPOBHSA  3alMIIEHHOCTH  IE€PCOHAJIBHBIX  JAHHBIX,
oOpabaTbiBaeMbIX B MH()OPMAIIMOHHON CHUCTEME, ITyTeM MPOBEICHHS CUCTEMATHUECKUX
MEpONPUATHI 110 aHATU3Y 3ALIUILEHHOCTH UH()OPMAIIMIOHHON CUCTEMBI U TECTUPOBAHUIO
paboTOCTIOCOOHOCTH CUCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX.

e Mepbl 10 00ecHeyeHHIO LEIOCTHOCTH HH(MOPMALMOHHOW CHUCTEMbI M IE€PCOHAIBHBIX
JAHHBIX JOJDKHBI obOecnedynBaTh OOHapykeHHEe (PAKTOB HECAHKI[MOHHUPOBAHHOTO
HApyIICHUS IeJIOCTHOCTH HH(MOPMAIIMOHHOM CHUCTEMbl W COJIEPXKAIIMXCS B HEH
NEPCOHANBHBIX JAHHBIX, a TaKXXe BO3MOYKHOCTb BOCCTAHOBJIEHUS HH()OPMAIMOHHON
CUCTEMBI U COACPKAIINUXCS B HEW NIEPCOHAIbHBIX JaHHBIX.

e Mepbl 0 00ECNEUEHUIO JOCTYIHOCTH MEPCOHAIBHBIX JAHHBIX JOJKHBI 00ecreunBaTh
aBTOPU30BAHHBIA  JIOCTYIl [OJIb30BaTesiel, UMEIIMX IpaBa MO JOCTyIdy, K
NEPCOHAIBHBIM JaHHBIM, COJEPXKAIIUMCS B HWH(GOPMAIIMOHHON CHUCTEME, B IITATHOM
pexxume QyHKIMOHUPOBAHUS HH(POPMALIMOHHON CUCTEMBI.

e Mepsbl 110 3amUTE CpeAbl BUPTyaIU3alUU JOJDKHBI UCKIOYAaTh HECAHKIMOHUPOBAHHbBIN
JOCTYI K NEPCOHAIBHBIM JaHHBIM, 00padaThIBAEMBIM B BHPTYAIbHON HH(PACTPYKTYpeE,
U K KOMIIOHEHTaM BUPTYalbHOH MH(pacTpyKTyphl U (WJIM) BO3EHCTBUE HA HUX, B TOM
YyHhclie K CpEACTBaM YIpaBJICHHUS BUPTYAJIbHOM HHPPACTPYKTypOH, MOHUTOPY
BUPTYaJIbHBIX MallUH (THUIEPBU30pY), CUCTEME XPAaHEHMs JAaHHBIX (BKJIIOYAs CHCTEMY
XpaHeHus 00pa30B BUPTYaJbHOH HH(PACTPYKTYpHI), CETH IEpenadd JaHHBIX Yepes3
3JIEMEHTHI BUPTYaIbHON MM (PU3HUECKOW MHPPACTPYKTYPHI, TOCTEBBIM ONEPALIMOHHBIM
CUCTEMAaM, BHUPTyaJbHbIM MalllMHaM (KOHTEHHEpaM), CHUCTEME€ M CETH peIUIMKaIIH,
TEPMUHAJIBHBIM ¥ BUPTyaJlbHbIM YCTPOMCTBaM, a TaKKe€ CHCTEME pPE3EpBHOIO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.

e Mepsbl MO 3aUTE TEXHUYECKUX CPEACTB JOJDKHBI MCKIIIOYAaTh HECAaHKLIMOHUPOBAHHBIN
JIOCTYI K CTAllMOHAPHBIM TEXHUUYECKUM CpeJICTBaM, 00padaThIBAIOIIMM IEpCOHAIbHbIE
JaHHbIE, CpelcTBaM, oOecrneyuBaromMM  (QYHKIUOHUPOBAHHE HMHPOPMAILIMOHHOMN
cucTeMbl (nanee - cpeacTBa oOecrieueHHs (DYHKIIMOHUPOBAHMS), U B IMOMELICHHS, B
KOTOPBIX OHHU IOCTOSIHHO PAacCMOJIOXEHBI, 3alIUTy TEXHUUYECKHUX CPEICTB OT BHEIIHHUX
BO3JCICTBUI, a TaKXKe 3alUTy IEPCOHAIBHBIX MJAHHBIX, IPEICTABICHHBIX B BUJC
MH(OPMATUBHBIX AMEKTPUUECKUX CUTHAJIOB U (PU3MUECKUX TOJIEH.

e Mepsl 1o 3ammTe UHGOOPMAIIMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Meperayu
JAHHBIX JIOJDKHBI 00ecCreynBaTh 3allUTy NEPCOHANbHBIX JAHHBIX HPU B3aMMOAEHCTBUU
MH(QOPMALIMOHHOM  CHUCTEMBl  WMJIM €€  OTAEIbHBIX  CEerMEHTOB C  HHBIMHU
UH(POPMALIMOHHBIMU CUCTEMaMH U MH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSIMH
MOCPEACTBOM NPUMEHEHHUS apXUTEKTypbl MH(MOPMAIIMOHHOM CHCTEMBI M TPOEKTHBIX
peLlIeHMI, HalpaBJIeHHBIX Ha oOecrieueHne 0€30MacHOCTH MEePCOHABHBIX JaHHbIX.

e Mepbl 10 BBISIBICHUIO MHIUACHTOB U pPEarMpoBaHHUIO0 HAa HHUX JOJDKHBI 0OecreynBaTh
oOHapyxeHHe, WACHTU(PUKAIUIO, aHallu3 WHIUACHTOB B MH(GOPMAIMOHHON cucTeMe, a
TaK)K€ IPUHATHE MEP 10 YCTPAHEHUIO U IPEIYNPEKIECHNUIO HHIUIACHTOB.

e Mepsl Mo ympaBieHUIO0 KOHGUTYypaImeid HHPOPMAIIMOHHON CUCTEMBI M CUCTEMBI 3aIIUThI
NEpCOHANBHBIX  JAHHBIX  JIOJUKHBI ~ oOecleuyuBaTh  YNPABICHHWE  W3MEHEHHSIMHU
KOH(Urypauuu HHGOPMAIIMOHHONW CUCTEMBI U CUCTEMBI 3alUThl IEPCOHAIbHBIX JaHHbIX,
aHaJM3 MOTEHIMAJIBHOIO BO3JEHCTBHS IJIAHUPYEMbIX H3MEHEHHH Ha olecredeHne
0€30M1aCHOCTH MEPCOHATBHBIX JAHHBIX, & TAKXKE JOKYMEHTHPOBAHUE 3TUX U3MEHEHHH.

Jlns peanu3aly yKa3aHHBIX Mep M0 00eCHeueHHI0 0E€30IaCHOCTH MOTYT IPUMEHSThCS
MEKCETEBBIE IKPAHBI, CUCTEMBl OOHAPY)KEHUSI BTOPXKEHMI, CPEJICTBA aHATU3a 3alUILEHHOCTH,
CHEeLMATU3UPOBAHHBIE KOMIIJIEKCHI 3AIUThI U aHAIM3a 3aLUILEHHOCTH HHPOPMALIUU.



st 3ammtsl [1/]H, npencraBneHHOl B Buie MH(GOPMATUBHBIX 3JIEKTPUUYECKUX CUTHAIOB
U (GU3NYECKUX TO0JeH MOryT MpPHUMEHAThCS CIEAYIOUIME METOAbl U CHOCOOBI 3allUThI
uHpOpMaLUu:
® JCIOJIb30BAaHUE TEXHUYECKHUX CPEICTB B 3AIIMIIEHHOM HUCIIOJIHEHUY;
® HCIOJB30BaHME CPEACTB 3aLIUTHI MH(GOPMAIMH, MPOLISANINX B YCTAaHOBICHHOM
MIOPSIAKE IPOLEYPY OLIEHKU COOTBETCTBUS;
e pa3MelleHHe OOBEKTOB 3allUThl B COOTBETCTBUM C IpEANUCAaHMEM Ha
JKCILIyaTaluIo;
e pa3MeleHre NOHWKAIOINX TPaHC(HOPMATOPHBIX MOACTAHIMNA AIIEKTPOIMUTAHUS U
KOHTYPOB  3a3€MJICHHs TEXHHYECKMX CPEACTB B Ipelaeiax OXpaHsaeMou

TEPPUTOPHUU;
e o0ecrieueHue pa3Bs3KM LENEH DBJIEKTPOIIUTAHUS TEXHUYECKHX CpEACTB C
ITOMOUIBIO 3aLUTHBIX (GUIBTPOB, OJIOKHPYIOITNX (moaaBIIAIOIINX )

MH(OPMATHUBHBII CUTHA;

e oOecreueHne >JIEKTPOMArHUTHON Pa3BsSI3KU MEXAY JUHUSAMH CBS3U U JIPYTUMU
LEMSIMH BCIOMOTATEIbHBIX TEXHUYECKUX CPEJICTB U CHUCTEM, BBIXOIAIIMMHU 3a
npeiebl OXpaHIeMOil TeppUTOpUH, U HHPOPMAITMOHHBIMH LIETISIMU, 110 KOTOPBIM
MUPKYJIHAPYET 3amuinaemMas nHGopMarus.

Bosmoxnble MeTopl U criocoOb! 3amuThl [1J{H, mpeacTaBieHHbIX B BUIE aKyCTUYECKOM
(peueBoif) mH(pOPMAIUH, 3aKITIOYAIOTCS B PEATH3alUN OPTraHU3AIMOHHBIX U TEXHHYECKUX Mep
IUIsi  o0ecrieuyeHus] 3BYKOM3OJSIIMM OTPa)JAIOMIMX KOHCTPYKIMM TMOMEIICHHWH, B KOTOPBIX
pacnojio’)keHa WH(OPMAIIMOHHAS CUCTEMa, UX CHCTEM BCHTHJISAIUU W KOHIUITMOHUPOBAHHS, HE
MO3BOJIAIONIEH BECTH MPOCIYIIMBAHME aKyCTHUYECKOH (peueBoil) mHGOpMaIluu MpU TOJI0COBOM
BBOJIC TMEPCOHAIBHBIX JAHHBIX B HWH(DOPMAIMOHHOW CHCTEME WJIM BOCIHPOU3BEICHUU
uH(pOpPMAIIUU aKyCTUYECKUMHU CPEJICTBAMHU.

2.2. IIpuHIUIIBI ¥ cI0CO0BI ONpe/ieJIeHNsl AKTYAJIbHBIX Yrpo3 0esonacHoctu I1/{n

Jnst BeiOopa ©  peanusanu  Mep 1o obecrnedyenuto OezomacHoctH  [I[lH B
uHpopMalMOHHOM cucteme OpraHu3anuu Ha3HayaeTcs OTBETCTBEHHBIM IO  3aluTe
nH(popMaluu B ”HPOPMAILIMOHHBIX CUCTEMAX NEPCOHAIbHBIX JaHHbIX.

Beibop u peanmzauus mep mno oOecneuenuto OesomacHoctu [IJJln B UCIIAH
OCYIIECTBIISIIOTCS HA OCHOBe, ompeaenseMblx B Opranuzanuu, yrpo3 0e€30macHOCTH
NEpCOHANBHBIX JaHHBIX (MOJENb yrpo3) M B 3aBUCUMOCTH YpOBHs 3amuiieHHoctd [1/IH,
omnpezaeneHHoro B coorBeTcTBuM ¢ Iloctanosnenuem IlpaBurtenscrBa ot 1.11.2012 r. Ne 1119
«O06 yTBepkIeHHH TpeOOBaHMN K 3alllUTe MEPCOHAIBHBIX JAHHBIX HpU HUX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATbHBIX TAHHBIX».

Mogens yrpo3 pazpabaTbIBaeTCs Ha OCHOBE CIEAYIOIIMX METOJANYECKUX IOKYMEHTOB!

e bazoBas monenp yrpo3 6€30macHOCTH MEPCOHATBHBIM JIaHHBIM MPU 00pabOTKE B
MH(OPMALIMOHHBIX CHCTEMax IEePCOHANBHBIX JaHHBIX, YTBEPXKACHHOH 15
despans 2008 r. 3amectutenem nupekropa @CTOK Poccun;

e Meroauka OIpenesaeHus] aKTyalbHbIX yrpo3 0€30MacHOCTH MepCOHATBHBIX
JaHHBIX TpU 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX NEePCOHANbHBIX JaHHBIX,
yrBepxkaeHHon 14 ¢eBpans 2008 r. 3amecturenem nupextopa ®CTIK Poccun.

Monens yrpo3 nepcoHajabHbIM JaHHBIM COCTABIISIETCSI OTBETCTBEHHBIM 10 3amute [1/1H n
yTBepxkAaeTcsa pykopoaureneM Opranu3anuy.

[Tepuoanunocts nepecmorpa Moaenu yrpo3 st kaxaon UCII/IH onpenenena B myHKTe
2.4. naHHOTO TOKYMEHTA.

2.3. Onpenenenue ypoBHs 3amumesnoctu I /{n
I[Ipu  oOpaboTke  TEPCOHANBHBIX  JaHHBIX B  HWH(POPMAIIMOHHBIX  CHUCTEMax
YCTaHABIUBAIOTCA YypoBHU 3amumeHHocty [IJ[H B coorBerctBum ¢ IlocranoBieHuem
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[TpaButensctBa ot 1.11.2012 1. Ne 1119 «OO6 yrBepkaeHUH TpeOOBaHUN K 3alluTe
NEepCOHATBHBIX TaHHBIX IpPU UX 00paboTke B MH(OPMALMOHHBIX CHCTEMaX IEPCOHATBHBIX

JAHHBIX ).

IIpu ompenenenun ypoBHs 3ammmieHHoctd [I/H, mpu mx o6pabotrke B HCIIAH
YUYUTBIBAIOTCS CIEAYIOIINE UCXO/IHbIC JaHHBIE:

Kareropusi oOpabaTbiBaeéMbIX B HH(POPMAIMOHHON CHUCTEME IEPCOHATbHBIX
JTAHHBIX;

00beM 00pabaThiBa€MbIX TEPCOHAIBHBIX JIAHHBIX (KOJHMYECTBO CYOBEKTOB
MEPCOHANBHBIX JIaHHBIX, MEPCOHAIbHBIC JAaHHbIE KOTOPBIX OOpabdaThIBAIOTCS B
MH(POPMALIMOHHOH cUCTEME);

3aJJaHHbIE OMEPATOPOM XapaKTEPUCTHKU OE30MaCHOCTH MEPCOHANbHBIX JaHHBIX,
oOpabaThiBacMbIX B HH(POPMAIIMOHHOMN CHCTEME;

tun yrpo3 6e3onacHocty [1/1H, akTyanbHBIX 7151 HHPOPMAITMOHHOW CHCTEMBI;
npoBepseTcs ycaoBue npuHauexuoctu I1/In corpyanukam oneparopa 1 nim
WHBIM CYOBEKTaM, He SIBJISIOIIUMCS COTPYTHHUKAMH OTIepaTopa.

[To pe3ynbraTam aHanm3a UCXOAHBIX JAHHBIX UH()OPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX
JIAaHHBIX TPUCBAMBACTCS COOTBETCTBYIOLIMM YpOBeHb 3amuuieHHoctd [I/[H, m cocraBusiercs
«AKT ompeneneHus ypoBHs 3amuiieHHoctd [I[ln, mpu wux o6paborke B HCITTH»,
yTBEpK/1aeMbli pykoBoauTesneM Opranu3aiui.

YpoBeHb 3aIUIIIEHHOCTH NEPCOHATBHBIX IAHHBIX MOXKET ObITh IEPECMOTPEH:

[0 PEUICHHIO OTBETCTBEHHOTo mo 3amute [/l B Opranm3anuy Ha OCHOBE
MIPOBEICHHBIX UM aHAJIN3a M OL[CHKH YTPp0o3 0€30MacHOCTH IMEPCOHABHBIX TAHHBIX
C yueToM OCOOEHHOCTeW M (WJIM) W3MEHEHHWH KOHKPETHOW HH(OPMAIIMOHHON
CUCTEMBI;

Mo pe3yabTaTaM MEPONPHUATHI MO KOHTPOJIO 3a BBHIMOJIHEHHEM TPeOOBaHHWM K
oOecrieueHr0 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TMpPU UX 00paboTKe B
MH(OPMALIMOHHON CUCTEME.

2.4. Tlnan meponpusiTuii mo odecneyenuro 6ezonacuoctu IIn
Jns obecniedueHus: 0G€30MaCHOCTH MPOIECCOB 0OpabOTKH MEPCOHATIBHBIX JAaHHBIX B
OpFaHI/I?;aIII/II/I, JOJIDKHBI OBITH BBIIOJIHEHEI pa60TBI, B COOTBCTCTBUU C INIAHOM, YKA3aHHOM HMIKC!:

Meponpusitue ‘ IlepuoguYHOCTH

Oprasn3anmoHHbIe MEPONPUATHSA

O6cnenoBanre HHGOPMALIMOHHBIX CUCTEM
NIEPCOHATBHBIX JAHHBIX

PaszoBoe

Onpenenenne nepeynst UCI/Ix PazoBoe

Onpenenenne odpabarsiBaeMbix [1/H 1

PazoBoe
00BEKTOB 3aIUTHI
OrnpeneneHue Kpyra Jidll, y4acTBYIOIIHMX B
PazoBoe
obpabotke I1/1x
OnpeneleHue OTBETCTBEHHOCTH JIU
pel 1 PazoBoe

YY9aCTBYIOIIUX B 00paboOTKe

Onpenenenne npaB pa3rpaHUYCHUS JOCTYIA
nonb3oBarenei UCITJIH, HeoOXOUMBIX TSt PazoBoe
BBITIOJTHCHH S JIOJDKHOCTHBIX 00s3aHHOCTEH

Ha3znaueHne OTBETCTBEHHBIX 32 0€30IaCHOCTD H

opranuzanuio UCI1/Ix PazoBoe

Ornpenenenne ypoBHs 3auuiieHHocty [/ mist

PazoBoe
Bcex BoiiBleHHBIX UCITIH

8



Meponpusitue

IlepnonuyHocTh

YcTaHOBIIEHUE KOHTPOJIUPYEMON 30HBI BOKPYT
NCIIx

Pa3oBoe

Br16op nomerieHuit st ycTaHOBKH anmapaTHBIX
cpeactB UCII/IH B moMeIIEHHSX, C LEbIO
uckmoueHuss HCJI nun, He AONMYyIIEHHBIX K

obpabotke I1/1x

PazoBoe

Opranuzanus pexuMa U KOHTPOJIS JOCTYIa
(oxpaHbI) B TOMEIICHUS, B KOTOPBIX
ycTaHoBJieHbl anmnapaTtHbie cpeacTsa UCIIH.

PazoBoe

Opranu3zanus nopsiKa pe3epBHOr0 KOMUPOBaHUS
Y BOCCTAHOBJICHUS 3allMIIaeMoi HHPOPMALIUU HA
TBEP/IbIE HOCUTEINN

PazoBoe

BBenenue B nelicTBUE MHCTPYKIIUU 110 3aILUTE
NCITIn

PazoBoe

Opranu3zanus nHGOPMUPOBAHUS U O0yUEHUS
COTPYAHHUKOB O TIOPAJIKE 0OPaOOTKH U 3aIUTHI
I11u

PazoBoe

Pa3paboTka 1OMIKHOCTHBIX HHCTPYKITUH O
nopsiike oopadotku I1JIH 1 obecneueHN
BBEJICHHOT'O PEKMMA 3aIUTHI

PazoBoe

Pa3paboTka HHCTpYKLIU O IEHCTBUU B ClTyyae
BO3HUKHOBEHMSI BHEIITATHBIX CUTYaIIUH

PazoBoe

PazpaboTka mosnoxxenus 06 00paboTKe U 3aIIuTe
I1/11, oOpabatsiBaembix B UCTTH

PazoBoe

YTBep)KI[eHI/Ie MOJUTHUKH OC30IMaCHOCTH
NCPCOHAJIBHBIX JAHHBIX

PazoBoe

Opranuzanus KypHaia yueTa oOparieHuii
cyowsekToB [1][H

PazoBoe

Opranu3zanus nepeyHs no y4ery TEXHUUECKUX
CPENICTB M CPEJICTB 3AIUTHI, a TAKKE
JIOKYMEHTAIUU K HUM

PazoBoe

Opranuzanus ocToB OXpaHbl JUIsl IPOIMYCKa B
KOHTPOJIHMPYEMYIO 30HY

PazoBoe

NHxKeHepHO-TeXHHYECKHE MEPONIPUATHSA

BHeapenue TeXHUUECKON CUCTEMBI KOHTPOJIS

PazoBoe
JIOCTyNIa B KOHTPOJIHUPYEMYIO 30HY U TOMELIECHUS
BHeapenue TeXHUUECKON CUCTEMBI KOHTPOJIS
PazoBoe
nocryna k anementaM UCIIIn
YcraHoBKa JKaT03M Ha OKHAX PazoBoe
BHuenpenue pe3epBHBIX (IyOIUpPYIOIINX )
TEXHUYECKHUX CPEJCTB KIIOUEBBIX AJIEMEHTOB PazoBoe

VCTI/Tn

Meponpusitusi no BHeapenuno C31U or HCJA

Buenpenue cucremsl 3amutel oT HC/] Ha

PazoBoe
pabounx CTaHIMSIX U CepBEpax
Buenpenue cucteMbl aHTUBUPYCHOM 3aIIUTHI PazoBoe
Buenpenue cpencts MexceTeBOro
AP peA PazoBoe
SKpaHUPOBAHUS
BrenpeHue cpeacTs aHann3a 3alllUIEHHOCTH PaszoBoe
Brenpenue cpenctB 0OHApYKEHHsI BTOPKEHUN PazoBoe
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Meponpusitue

IlepnonuyHocTh

Coznanue )xypHana BHYTPEHHUX IPOBEPOK U
NOJIICP>)KaHUE €r0 B AKTYaJIbHOM COCTOSIHUU

Exemecsauno

KonTposnb Haj coOtoieHneM pexnma 00padoTKu
[11a

ExeneneapHo

KonTpous Haj cOOII0OICHUEM PEXKUMa 3aIUThI

ExxenneBHo

KoHnTpoib Haj BeIOTHEHHEM aHTUBUPYCHOU
3aIUTHI

ExeneneapHo

KoHTpomns Haj coOMI0ACHUEM PEKUMA 3aIUTHI
IIPH MTOJKJTFOYEHUH K CETSIM OOIIIETO MOJIb30BAHUS
1 (WIM) MEeKTyHApOIHOTO OOMEHa

ExenenennHo

IIpoBenenue BHYTPEHHUX IPOBEPOK HA IIPEIMET
BBISIBJICHUSI U3MEHEHU B peskuMe 00pabOTKU U
3ammThl [1/JH

Exeronno

KoHTposnb 3a 00HOBIEHUSIMH IPOTPAMMHOIO
obecrieyeHus: ¥ eTMHO00pa3Hsl MPUMEHSIEMOT0
I10 na Bcex anementax UCIIIn

ExxenenennHo

KonTpo:ns 3a obecrieueHueM pe3epBHOTO
KOIUPOBAHUS

Exemecsauno

Opranu3zanus aHajiu3a U epecMoTpa
uMeroImxcs yrpos 6ezonacuoctu [1/1H, a Takxe
IpeJICKa3aHue MOSBICHUS HOBBIX, €IIIe
HEU3BECTHBIX, YIPO3

Exeronno

HozmepxcaHI/Ie B aKTyaJIbHOM COCTOSIHHNU
HOPMATUBHO-OPraHU3allMOHHLIX JJOKYMCHTOB

Exemecsauno

Kontpos 3a pa3paboTkoii 1 BHECEHUEM
M3MEHEHUH B IpOrpaMMHOE oOecriedeHue
coOCTBEHHOM pa3paboTku uny mwratHoe [10,
CIIeUaTIbHO J1opadaTbiBaeMoe COOCTBEHHBIMH
pa3paboTYNKaMU MIIH CTOPOHHUMH
OpraHru3alsiMu.

Exemecsauno

TectupoBanue peanuzanuu npaBuil GUIbTPAITUU
Ha MO, HacTpoek cucteMsbl 3anuThl oT HCJI,
CUCTEMBI 3aIIUTHI OT BUPYCOB, CUCTEMBI
oOHapyXeHHS BTOPKCHHUI U aHAJIN3a
3alUIIICHHOCTH

Exemecsauno
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3. TpeboBaHusi no ob6ecnevyeHN0 6€30MNacCHOCTU NepPCOHasrbHbIX
AaHHbIX

BriOpannbie 1 peanu3oBaHHbIE Mepbl Mo oOecmeueHuto Oe3omacHocTH [1/IH mOKHBI

o0ecrieunBaTh HEHTpaIN3aLMIO IPEANOJIAraeMbIX YIpo3 0€30MacCHOCTH MEPCOHAIBHBIX JaHHbIX,
npu ux 00paboTke B MHPOPMALMOHHBIX CHCTEMaX B COCTaBE CHCTEMBI 3AIIUTHI IEPCOHATIBHBIX
JaHHbIX Opranusanuu.

Cucrema 3alIUThI IEPCOHAIBHBIX TAHHBIX, CTPOUTCS] HA OCHOBAHUM:

e Mogenu yrpo3 0€30MaCHOCTH MEPCOHANIbHBIM JaHHBIM MpPH HUX 00paboTKe B
MH(POPMAIIMOHHON CHCTEME TMepCOHANBHBIX JaHHbIX «CoTpymHukm»y MAOY
COLLI Ne 5 ropona Tromenu;

e Mogenu yrpo3 0€30MaCHOCTH MEPCOHATbHBIM JaHHBIM MpPH HUX 00paboTKe B
MH(POPMAIIMOHHON CHUCTEME MEPCOHANBHBIX JAaHHBIX «Ydamuecs» MAOY COII
Ne 5 ropona Tromenu;

e TexHUYECKOTO  TMPOEKTa  «CUCTEMbl  3alUTHl  MEPCOHATBHBIX  JIAHHBIX
MH(OPMALIMOHHBIX CHUCTEM MepcoHanbHBIX AaHHBIX MAQOY COII Ne 5 ropona
Tromenwn,

e PykoBomsauux nokymeHtoB @CTIOK u ®Ch Poccun.

Bribpanubsie HeoOxoqumbie Meponpuatus no 3amute [I/n orpaxkatorcs B «Onucanuu

CUCTEMBI 3alUThI IepcoHabHbIX JaHHBIX MAOY COIL Ne 5 ropona Tromenu.

3.1. TpeooBanus no odoecneyeHuro 3amutebl B UCII{n «Corpyanuxku» u UCIIAn
«Yuyammecs»
Ja 3amutel o1 HCJ[ B MCII[H Ha pabouux CTaHIUSAX U CEpBEpax yCTaHABIIMBAETCS

CpeICTBA 3aIIUTH HHPOPMAINH, 00eCTIeYNBAIOIIHE:

Unentudukanuss W ayTeHTHUQUKAUS [OJdb3oBaTeneil, SBIAIOLMXCA padOTHHKaMU
orepaTopa;

VYnpaieHue HAEHTH(PUKATOpaMH, B TOM YHCIE CO3JlaHUE, MPUCBOCHUE, YHUUYTOXKEHUE
UJCHTU(PUKATOPOB;

VYnpasieHue cpencTBaMM ayTeHTH(UKALMU, B TOM 4YHCIE€ XpaHEHUE, BblJaua,
UHULIHMAIM3alus, OJOKMPOBaHHE CpPEACTB ayTeHTU(UKAUM U TPHHATHE MEp B cilyyae
yTpaThl U (UJIM) KOMIIPOMETALIMU CPEJCTB ayTeHTU(UKALINUN;

3amuTa 0OpaTHON CBSI3U NMPHU BBOJE ayTEHTU(PHUKAIMOHHON HH(OpMAIIH

Wnentudukanus u ayTeHTHU(UKALUs [OJIb30BaTeIe, He SBISIONIMXCS pPaOOTHUKAMHU
orepaTopa (BHELIHUX 10JIb30BaTENEH);

VYmpasnenue (3aBeieHUE, aKTUBAIUS, OJIOKHPOBAHNE U YHUUTOKEHHE) YUETHBIMU 3aIHCSIMHU
M0JIb30BAaTENeH, B TOM YHCII€ BHEUTHUX MOJIb30BaTeIeH

Peanuzanus HEOOXOOUMBIX METOAOB (IUCKPELMOHHBINA, MaHAATHBINA, POJEBON WM MHOMN
METO/), TUIOB (YTEHHE, 3aIUCh, BHIMOJIHEHUE WM MHOM THII) W MPaBUJI pa3rpaHUUYEHUS
JIOCTYTIa;

VYnpasnenue (¢punbTpanus, MapuIpyTU3alus, KOHTPOJIb COEJUHEHUH, OJHOHAIpPaBICHHAs
nepefaya M HMHbIE CIOCOOBI  ympaBieHHs)) HWHGOPMAIMOHHBIMU IOTOKAMH MEXIy
YCTPOMCTBAMM,  CETMEHTAaMH  MH(POPMALIMOHHOM  CHUCTEMBI, a  TaKkKe  MEeX1y
MH(OPMAaLIMOHHBIMU CUCTEMAMU;

Pasnenenne nosmHomoumit  (poneil) monb3oBaTened, AAMUHHCTPATOPOB W JIUI,
oOecrieunBaOIUX (PyHKIIMOHUPOBaHUE HHPOPMALIMOHHOM CUCTEMBI;

Ha3naueHne MUHUMaIbHO HEOOXOAMMBIX MpaB M  NPUBWIETUH  IOJIB30BATEIISAM,
aJMUHUCTpaTOpaM W JHIaM, oOecredyuBaromuM (QyHKIIMOHUpOBaHUE HHGOPMAIIMOHHON
CUCTEMBI;
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— OrpaHuyeHue HEYCIEUIHBIX MOMBITOK BXOJa B HMH(OPMAIMOHHYIO CHCTeMY (AOCTyma K
WH()OPMAITMOHHOM CHCTEME);

—  Peanmzanus 3aluieHHOr0 YAaJeHHOTO JOCTYNa CyOBhEKTOB JOCTyNa K 00bEKTaM JIOCTyIa
yepe3 BHELTHHE HH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH;

—  VYnopaieHue B3auMoieiicTBUeM ¢ HHGOPMAIMOHHBIMU CHCTEMaMU CTOPOHHUX OpraHU3alui
(BHENIHUE MH(GOPMAIIMOHHBIC CUCTEMBI);

—  Ompenenenune coObITH 6€30MACHOCTH, TIOICKALINX PETUCTPALIUH, U CPOKOB UX XPAaHECHHUS;

— Ormpenenenne cocraBa W cojaepkaHuss HHGOpMAIMM O COOBITUSX OE30MaCHOCTH,
MOJUIeKAIUX PETUCTPALINN;

— COop, 3amuce u XxpaHeHwe HHGOpPMALMKU O COOBITUSX O€30MaCHOCTH B TEUEHHUE
YCTaHOBJICHHOT'O BPEMEHH XPaHEHUS;

—  3amuTa HHGOPMAINH O COOBITUAX 0€30MaCHOCTH;

—  Peanuzanus aHTUBHPYCHOM 3aIIUTHI;

— OOnoBneHue 0a3bl JaHHBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTrPaMM (BUPYCOB);

— Opranuzanys KOHTPOJIHMPYEMOH 30HBI, B TMpeaesiax KOTOPOH MOCTOSIHHO pPa3MEIIaloTCs
CTallMOHapHbIE TEXHUYECKHUE CpencTBa, oOpabarpiBarolue WHGOPMALMIO, U CPEACTBA
3amUThl HHQOPMAIINH, a TAKXKE CPEJICTBA oOecredueHus] PYHKIIMOHUPOBAHMS,

— Koutponp u ynpaenenue (Gu3MYECKUM JOCTYIIOM K TEXHHYECKHM CPEACTBAM, CPElICTBaM
3amuThl  MHGOpMAIUKM, CpelacTBaM o0ecredyeHus (YHKIMOHMPOBAHMS, a TaKXkKe B
IIOMEIICHUSI ¥  COOPYXEHHSA, B KOTOPBIX OHHM YCTAQHOBICHBI, HCKIIOYAIOIINE
HECAHKI[MOHUPOBAHHBIN (PU3MUECKUN TOCTYM K CpeicTBaM 00paboTku MH(OpMAIIHH, Cpejic-
TBaM  3aIIUTHl HMHQOPMAIMM H  CpeAcTBaM  oOecreyeHHus  (yHKIIMOHHPOBAHHUS
MH(OPMALIMOHHON CUCTEMBI, B IIOMEIICHUS U COOPYKEHHsI, B KOTOPbIX OHH YCTaHOBJICHBI;

— Pasmemenne ycTpoiicTB BbBoAa (oTOoOpakeHHs) WH(OpPMAIMKM, WCKIIOYAloIee ee
HECAHKIIMOHUPOBAHHBIN TIPOCMOTP;

— KoHTponb ycTaHOBKM OOHOBIIEHHMH NpOrpaMMHOrO oOecreueHHsl, BKJIroYasi OOHOBIIEHHE
IIPOrPaMMHOT0 OOecTieueHus CPECTB 3alUThl HHPOpMaIIHH;

— KoHutpons  paboTocnocoOHOCTH,  HapaMeTpoB  HACTPOMKM W MPaBUIBHOCTH
(YHKLIMOHUPOBAHUS MPOrPAMMHOI0 00€CIIeYeHuUs U CPEJICTB 3alUThl HH(pOpMaIiH;

—  KoHTponb cocTaBa TEXHUYECKUX CPEICTB, MPOTPAMMHOTO O0ECIIEYCHUS M CPEICTB 3aIlIUTHI
uH(pOopMaLnu;

— OOecrneyeHue 3alIUThl TMEPCOHAIBHBIX JAHHBIX OT PACKpBITHS, MOIU(DUKALUU H
HaBs3bIBaHUA (BBOJIA JIOKHOUW MHGPOpPMAIUH) TIpU ee mepeaaye (MOAroTOBKE K mepeaaye) mo
KaHaJlaM CBSI3M, MMEIONIMM BBIXOJl 3a TIPEAebl KOHTPOJIMPYEeMOW 30HBI, B TOM YHCIIE
0ecIpoBOIHBIM KaHaJIaM CBSI3H;

3.2. TpeOoBanus no opranuzanuu odecrneyerHusi oezonacuoctu B UCIIIn

Peructpupyemeie cucremoit 3amutel 0T HC/] coObITHSI 6€30MacHOCTH Ha KOMIIBIOTEpax 1
cepsepax MCII/IH [omKHBI NPOCMATPUBATBCA W AHANU3UPOBATHCS HA HAJIM4YUE HE
CaHKLIMOHUPOBAHHBIX JEHCTBUI aAMHUHUCTPATOPOM O€30MAaCHOCTH 1O PACNUCAHUIO, YKA3AHHOMY
6 nynkme 2.4.

g 3 pexTUBHOMN 3aIIUTHl OT BPEIOHOCHBIX MPOrpaMM M BUPYCOB Ha KOMIIbIOTEpaX U
cepeepax WCII[In mepuommdecku (no pacnucauuio, yKazaHuomy 6 nywkme 2.4) TONKHBI
IIPOBEPSATCS JKypHAJIbl CUCTEMbl aHTUBUPYCHOM 3alIUTHI.

Hns obecrieuenust 3amutel MCII[H ot yrpo3 6GesomacHoctu I1/ln B Opranuzanuu
HE00X0IUMO 00€CIIeUHTh:

® KOHTPOJIb JIOCTYyNa MOJb30BaTENEH K 3alUIIAEMbIM pECypcaM B COOTBETCTBUHU C
MaTpulen J0CTyIa;

e y4YeT BCeX 3alIUIIAEMbIX HOCUTENEeH HHPOPMAIH C TOMOUILI0 UX MAPKUPOBKHU U
3aHECEHHE YUYETHBIX [aHHBIX B JKypHaJ ydeTa C OTMETKOM 00 HX BblIaue
(mpueme);
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e (QusnMueckas oOXpaHa TEXHUYECKHX CPEACTB HWH(POPMAIMOHHONW CHCTEMBI
(ycTpoiictTB ¥ Hocuteneil wuHOpMalnMM), NpeAycMaTpUBaOIas KOHTPOJb
JIOCTyTa B MOMELIEHUS TOCTOPOHHHUX JIML], HAJIMYME HAJAEKHBIX MPEIATCTBAN ISt
HECAaHKIIMOHUPOBAHHOTO IIPOHUKHOBEHMS B IOMEIICHUS U XPAaHUJIUIIE HOCUTEIEH
uH(pOpMAIHH;

® HaJguM4Me CpPEJICTB BOCCTAHOBIICHMS] CUCTEMBbI 3alUThl NEPCOHAJIBHBIX JIaHHBIX,
MPEAYyCMATPUBAIOIINX BEIECHUE JBYX KONUW NPOrPpaMMHBIX KOMIIOHEHTOB
CpeACTB 3aIluThl MH(GOpPMAIMM, WX NEPUOJUYECKOe OOHOBJICHHE WU KOHTPOJb
paboTOCIIOCOOHOCTH.

e TIpoIecca KOHTPOJIS 3a MEeTOCTHOCTHIO MPOTPAMMHON U MH(POPMAITMOHHOMN YacTH,
HPOLIEAYPbI BOCCTAHOBIICHUS (110 pACNUCAHUIO, YKA3AHHOMY 6 nyHKme 2.4).

3.3. Ilopsaox opranuzamuu goctyna k MCIIIu

Bce nonbzoBarenun HCII[IH momxubsl uMmerh goctyn K pecypcam HCIIIH Tonpko B
COOTBETCTBUHU C pa3pellieHUsIMU, YCTaHOBJIEHHbIMU B «Martpuie noctyna HoJjb30BaTeled K
pecypcam UCIITn».

Opranmzanus goctyna HOBOTO moJib3oBateneit k pecypcam MCII[In ocymecTBisieTcs
clenyroImuM o0pa3om:

1. CornacoBanme pnocryma moib3oBatens kK pecypcam MCII[IH m moGamieHwme
nonb3oBarenss B «CHUCOK JIMI, AOCTYH KOTOPBIX K IEPCOHAJIbHBIM JIaHHBIM,
obpabateiBacmbix B MCII[lH HeoOXomaWM Ui BBITIOJHEHUS CITY)KEOHBIX
(TpyIOBBIX) 00sI3aHHOCTENY;

2. Osnakomienue noib3oBarens ¢ «llonoxxenuem 06 oO6paboTke u 3amuthl [1/1H B
Opranuzanumn» 1 HcTpebOBaHUE C Mosb3oBarens noanucaHusi «CornameHus o
Hepasriamenuu [1J1p»;

3. Co3manume y4yeTHOM 3amuCH TIOJIb30BaTeNss M OpraHu3anus JocTyna B
COOTBETCTBUHM C pa3pelleHusMH, 3adUKCUpOBaHHBIMU B «Marpuie aocryna
nosib3oBareneil k pecypcam UCIIIna».

[Ipu HeoOxonuMoCTH yaaneHus AocTymna noJib3oBareis k pecypcam UCIIH (B ciaydasx
YBOJIBHEHUSI COTPYAHMKA M T.J.) HE00X0AUMO 3a0J0KUPOBaTh (MM yJaluTh) YUETHYIO 3alllCh
M0JIb30BATENS U OTKOPPEKTUPOBaTh «CIUCOK JIUL, JOCTYI KOTOPBIX K NEPCOHAIBHBIM JaHHBIM,
oOpabarbiBaeMbix B MCII/IH HeoOXoauM JUIsl  BBINOJHEHUS CIY)XXEOHBIX (TPYIOBBIX)
00s13aHHOCTEN .

3.4. Tlopsiaok o0padOTKH MHIMIEHTOB 0€30MACHOCTH

[Topsmox o0OpaboTku uHIMAEHTOB Oe3omacHoctu [I/[H ommcan B «MHCTpyKIuu 1o
opranm3amnuu  pesepBupoBanus W BocctaHoBienuss HMCII[{n, o00paboTka WHIMICHTOB
oe3onacHoctu UCITIa».

3.5. Ilopsiiok BBHINOJHEHUS MPOLEIYP Pe3epPBHOI0 KONMPOBAHUS

[Topsinok mpouenyp pesepBHoro konupoBanus I[I/[H ommcan B «MHCTpykumu 1o
opranuzanuu pesepBupoBaHuss u BoccraHoBieHus MCIIJIH, o00paboTka HHIUAEHTOB
oe3omacaoctu UCITIa».

4. NMNonb3osatenu UCNOH

B Opranuzanyy MOXKHO BBIACIWTH cleayromue rpynnsl mnoias3oBateneid WMCIIH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu [1/[n:
e AIMUHHCTpATOpa 0€30MaCHOCTH;
e Omnepatopa APM.
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JlaHHBIE O TPYIINaX MOJL30BATENSAX, YPOBHE UX IOCTyHa U HHHOPMUPOBAHHOCTH JOJKEH
OBITH OTPAKEH B MATPHUIIC JOCTYIIA Moyb3oBaresnei k pecypcam UCIIH.

4.1 AAMUHHCTPATOP 0€30MACHOCTH
AnmMuHUCTpaTOp 0€30MacHOCTH, COTpyAHMK OpraHu3anuy, OTBETCTBEHHBIH 3a
dbyakuuonupoBanue C3I1/IH, BriIO4as o0OCIy)XKMBaHHE M HACTPOWKY aIMHUHHUCTPATUBHOM,
cepBepHoii U KiMeHTcko komnoneHT UCIT/IH.
AnmuHCcTpaTop 6e30macHoCTH 00Ja/1aeT CIIEAYIOIIUM YPOBHEM JIOCTYIA U 3HAHUI:
e oOnamaet npaBamu Aamunucrpartopa UCII/IH;
e oOmamaet mosHou uHpopmarueit 06 UCIIH;
® UMeeT JOCTyN K CpeACTBaM 3alllUuThl MH(QOpPMALMM W TPOTOKOJUPOBAHUS U K
yacTH KiroueBbiX aneMenToB MCII/IH;
e HE MMECT MpaB JOCTyNa K KOH(OUTYPHUPOBAHUIO TEXHUYECKHX CPEJICTB CETH 3a
HCKJIFOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).
AnmuHHECTpaTOp 06€30MaCHOCTH YIIOJTHOMOYEH:
® peaJu30BBIBATH MOJUTUKU Oe3omacHOCTH B yacTu HacTpoiiku CK3U, mexcereBbix
9KpaHOB W CHUCTEM OOHApyKEHHsI aTaKk, B COOTBETCTBHU C KOTOPHIMHU
nosib3oBarenb (Onepatop APM) nonydaer BO3MOKHOCTh pabOTaTh ¢ AJIeMEHTaMuU
NCIIH;
® OCYILECTBIAThH AyJUT CPEACTB 3aILUTHI;
e YCTaHABJIMBATh JOBEPUTEIIbHbIC OTHOIICHUS CBOEH 3aIMIICHHOW CETH C CEeTAMU
npyrux OpraHuzanuu.

4.2 Oneparop APM
Omneparop APM, corpyauuk OpraHuzanuu, ocyuecTisoonmii o6padorky IT/IH.
O6pabotka [1/In Bxirodaer: BO3MOXKHOCTH npocMoTpa IIJIH, pyunoit BBox IIJIH B cucremy
NCII[AH, ¢opmupoBaHME CHpaBOK M OTYETOB MO uHopmauuu, nomydeHHoil nz MCII/.
Oneparop He HMMeET IOJHOMOYUM /Jsl YIpaBJi€HMs IMoAcHUCcTeMaMu OOpaOOTKM JaHHBIX U
C3I1/1H.
Omnepatop UCII/IH o6anaer ciaeayromuM YPOBHEM JOCTYIA U 3HAHUMN:
e o0mamaeT BCeMHU HEOOXOAMMBIMH  aTpuOyTamu  (Hampumep, MapojeMm),
00ecneunBaIIUMHU JOCTYIl K HEKOTOpOMY NoAMHOXecTBY [1J1H;
e pacrnoJsaraet KOH(pUICHINATbHBIMH JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

e o0mamaer yacTblo MHQOpPMAIMM O TEXHUYECKHUX CPEACTBAaX U KOHUTYypaluu
NCIIx;

e uMeeT (PU3MUECKUH IOCTYN K TEXHUYECKHM CpeACTBaM oOpaboTKH HMH(pOpMauu
U CpE/ICTBAM 3alllUThI;

® 3HaeT, 10 MEHbIIEH Mepe, OJJHO JIETATEHOE UMS I0CTYIIA.

5. TpeboBaHus K nepcoHany no obecne4yeHnro 6e3onacHOCTU
NepCcoOHanbHbIX AAHHbIX

Bce corpynnuku Opranuzauuu, siBistomiuecs noiabs3zoparensimMu UCIIIH, J0TKHBI YeTKO
3HaThb W CTPOrO BBIMOJHATH YCTAHOBJECHHBIE NpaBWjia W OOA3aHHOCTHM MO JOCTYNYy K
3aIIUIIAeMbIM 00BEKTaM B COOIIOICHUIO IPUHATOTO pexuma 0ezonacHoctu [1/]H.

[Ipn BCTymsileHHMH B AOKHOCTH HOBOI'O COTPYAHHMKA HEMOCPEICTBEHHBIM HAYaJIbHHUK
nojpas3fielieHusi, B KOTOPOE€ OH TIOCTyMaeT, 00s3aH OpraHU30BaThb €ro O3HAKOMJICHHE C

14



JOJDKHOCTHOM —~ MHCTPYKLMEH W HEOOXOJMMBIMM  JOKYMEHTaMH, pPErJIaMEHTUPYIOIIMMU
TpeboBanus mno 3ammre IIJ[H, a Takxke oOyueHHe HaBbIKaM BBIIOJHEHHUS MPOLENYD,
HEOOXOIUMBIX JJIsl CAHKIMOHUPOBaHHOI 0 ucnoiab3oBanus UCII/Ix.

CoTpyqHMK JOJDKEH OBITh O3HAKOMJIEH CO CBEICHUSAMHU IOJIOXKEHHUS 10 00paboTke u
o0ecrieyeHnI0 6e30MacHOCTH NMEPCOHATBHBIX JaHHBIX, 00pabaTeiBaeMbIX B OpraHu3aiii.

Corpynuuku OpraHuzanuy, HCIOJb3YIOIUE TEXHUYECKUE CPEACTBA ayTEHTHU(HKAIUH,
JOJDKHBI  O0ECTIeYMBATh COXPAaHHOCTh HWACHTU(PHUKATOPOB (IJIEKTPOHHBIX KIIOYEH) U He
nonyckate HCJl k HUM, a Takke BO3MOXXHOCTb HMX YTE€PU WJIM HCIOJIB30BAaHUS TPETHUMU
munamu.  [lonb3oBarenu  HECYT  NEpPCOHAIBHYI0  OTBETCTBEHHOCTh 3@  COXPaHHOCTb
UEHTU(PHUKATOPOB.

Cotpynaukn  OpraHuzanuu  JOJDKHBI  CJIEOBaThb  YCTAaHOBJIEHHBIM  IIpoLiEypam
nojep)xaHus pexxuma 6esonacHoct IT/[H npu BbIOOpe M MCNOJIB30BaHUM HapoJieil (eciau He
UCTIOJIB3YIOTCS] TEXHUYECKHE CPEJCTBA ayTeHTH(PHUKALINN).

Corpynuuku  OpraHu3auuu  JOJDKHBI  OOecliedrBaTh  HQJISXKAIIYI0  3alIUTy
000pyI0BaHHUs, OCTaBIIEMOro 0€3 MPUCMOTpa, OCOOEHHO B TEX CiIydasxX, KOTrJa B IMOMEIIECHUE
UMEIOT JIOCTYNl IIOCTOpPOHHME JiuIa. Bce monb3oBaTenn MOJDKHBI 3HaThb TpPeOOBaHMS 110
6e3onmacuoct [1JIH m mporenypsl 3amuTel 000pyIOBaHUS, OCTABICHHOTO 0€3 MPUCMOTpa, a
TaKXe CBOM 00S3aHHOCTHU 10 0OECTIEYEHUIO TAaKOW 3aIlUTHI.

CoTpynHHKaM 3ampeniaeTcs yCTaHABJIMBATh MOCTOPOHHEE MPOrpaMMHOE oOecriedeHue,
HOJKJII0YaTh JIMYHbIE MOOUJIbHBIE YCTPOMCTBA U HOCUTEIN MH(OpMAIMK, a TaKKe 3alKChIBaTh
Ha HUX 3alIUIIaeMyI0 HHPOPMAIIHIO.

CotpynHukam, a Takke ObIBIIMM COTPYIHHUKAM, 3alpellaeTcs pasriamaTh 3allUaeMyo
uHpOpPMALKIO, KOTOpas CTajla MM H3BECTHa npu pabore ¢ MHPOPMALMOHHBIMH CHUCTEMaMH
Opranuzanuu, TpeTbUM JINLAM.

IIpu pabore c IIJJlu B UCII[JH corpynnuku OpraHuzanuu o00si3aHbl 00ECIEUUTh
OTCYTCTBHE BO3MOXHOCTH npocmorpa IIJI[H Tperpumu nuumamu ¢ MoHMTOpoB APM wimn
TEPMHHAJIOB.

ITpu 3aBepuienun pabotrsl ¢ WUCII[IH coTpyaHuku oO0s3aHbl 3amuTuTh APM  ummum
TEPMHHAJIBl C TIOMOIIBIO OJIOKHUPOBKH KJIIOYOM MJIM SKBHBAJIEHTHOTO CpEACTBA KOHTPOJIA,
HarpuMmep, I0CTYIOM I10 MapoJIo, €ClIM He CHOJb3YI0TCS 00Jiee CUIIbHBIE CPE/ICTBA 3AIIUTHI.

Cotpynnauku Opranusanuu JODKHBI ObITh TPOMH(POPMUPOBAHBI 00 yrpo3ax HapyLIECHUS
pexxuma Oe3omacHocTd I[IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOJKHBI OBITH
O3HAKOMJIEHBI C YTBEP)KICHHOW (QOpMaIbHON NpOLEAYypOd HANOKEHUS JUCHUIUTMHAPHBIX
B3bICKAHUN Ha COTPYIHHUKOB, KOTOpPBIE HAapyIIMJIM MPHUHSATHIE IOJUTUKY M TPOLENYpPbI
6e3onacuoctu [1]1H.

CotpynHuku 00s3aHbl 0€3 MPOMEIEHHS CcOoOO0maTh 000 BCeX HAOMIOJAEMBIX WU
NoN03pUTENbHBIX ciydasax padotel WMCIIJIH, koTOpble MOryT MOBJIE€Yb 3a CO0OW yrpo3bl
6e3onmacHoct [1/IH, a Takke O BBIABICHHBIX UMM COOBITHSAX, 3aTparMBarolIMX O€30MacHOCTb
[T/11, pyKOBOJCTBY MOApa3/eieHHs U JIUIY, OTBEYAIOIIEMY 32 HEMEUICHHOE pearupoBaHue Ha
yrpo3bl 6e3omnacHocTH T1/1H.

Koutpoas 3a co0JirogeHneM, Bbille ONMCAHHBIX TPe0OBAHMH MO 3alIUTe
NMEPCOHAJTBHBLIX JAHHBIX COTPYAHUKAMM Opranm.auun, BO3Ji1araeTcsd Ha OTBETCTBCHHOI'O
no 3amure uHPpopmanuu B MUCIIIH ¥ OTBEeTCTBEHHOro 3a OPraHM3anMI0 00padoOTKH
MEPCOHAJTBHBLIX TAHHBIX B Opramnauun.
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6. [lomkHOCTHbIe 06sa3aHHOCTK nonb3oBatenen UCIOH

JlomkHOcTHBIE  00si3aHHOCTM  monb3oBareneid  MCIIJlH  ommcansl B CIEAYIOMIMX
JIOKYMEHTax:
e UHCTpyKIMs aJMHUHUACTpaTOpa O0€30MMacHOCTH;
e Uncrpykus nons3osatensd no 3kcrutyarauuu C3U 8 UCI/1H;
e UncTpyknus no opraHuzauuu pesepBupoBaHus u BoccraHoBiieHuss WCIIIH,
o0paboTka uHIMAEeHTOB Oe3onacHocTH [1/1H;
e Uncrpykuus nosub3zoBareneit UCIIH;
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7. OTBeTCcTBEHHOCTbL coTpyaHukoB UCTOH OpraHn3sauun

B cootBerctBUU co cT. 24 @enepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 urois
2006 1. Ne 152-®3 «O mepCOHANBHBIX JTaHHBIX» JIMIIA, BAHOBHBIC B HAPYIICHHH TpeOOBaHUM
nanHoro @enepalbHOTO 3aKOHA, HECYT TIPaXKIAHCKYI0, YroOJIOBHYIO, aJIMUHHUCTPATHUBHYIO,
JUCLUUIIMHAPHYIO M HHYIO IPEIYCMOTPEHHYIO 3aKOHOAATeNbCTBOM Poccuiickoin Penepaunu
OTBETCTBEHHOCTb.

JlelicTBytomee 3aKkoHOAATenbCcTBO P® mo3BonsseTr mnpeabsABIATH TPeOOBaHUS IO
obOecrieueHni0 0Oe30mMacHON paboThl ¢ 3ammmaeMold HHPOpPMAIME U MpelIycMaTpUBACT
OTBETCTBEHHOCTh 3a HApYIIEHHE YCTAHOBJICHHBIX MpaBuil 3Kciulyatauuu OBM u cucrewm,
HENPABOMEPHBIA JOCTYyNn K WH(OpPMAIMH, €CIH 3TH JEHCTBUS MPHBEIU K YHUYTOKECHHUIO,
OJIOKMPOBAHUIO, MOAU(PHUKAIIMN HHPOPMAIIMH UK HapylIeHuto padboTsl OBM unu ceteit (ctaTbu
272,273 u 274 YK PO).

Anmunuctpatop UCIIH u agMuHUCTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 3a
BCE JICHCTBUSI, COBEPIIICHHBIC OT UMEHH UX YYETHBIX 3aIMCEN UM CUCTEMHBIX YUETHBIX 3aIUCEH,
€CJIM He JI0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOTO HCIIOIH30BAHMS YUETHBIX 3aMHUCEH.

[Ipu Hapymenusix corpyaHukamu Opranuzanuu — nosas3zoBateneid MCII/In npasui,
CBs3aHHBIX ¢ Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JIEMCTBYIOLIMM 3aKOHOAaTenbcTBOM Poccuiickoit denepanuu.
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